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NAMATKA
"O MEPAX BE3OMACHOTIO NCMOJIb3OBAHNA BAHKOBCKUX KAPT"

CobniogeHne pekomeHaaumii, cogepxalmxca 8 NamaTtke, No3BOAUT obecneuntb MakCUMasibHYIO
COXPaHHOCTb BaHKOBCKOW KapTbl, ee pekBu3nTos, MNUH 1 Apyrux AaHHbIX, @ TaKKe CHU3UT BO3MOXKHble
PUCKM NpU COBepLlUEeHUN onepauuii C MCNosib3oBaHMeM 6aHKOBCKOM KapTbl B 6aHKomaTte, npu
6e3HaMYHON onnaTe TOBApOB U YCAYT, B TOM YMcCae Yepes ceTb MHTepHerT.

Obume pekomeHaaUnn

1. Hukorga He coobuwaiite MUH TpeTbMm nMUam, B TOM 4YMCAE POACTBEHHMKAM, 3HAaKOMbIM,
COTPYAHMKaM KpeaWUTHOW OpraHuMsaumu, Kaccvpam M Anuam, nomoratowmm Bam B MCNonb3oBaHMM
6aHKOBCKOM KapTbl.

2. MNH HeobxoAMMO 3aNOMHWUTbL UM B C/lydae, ecn 3TO ABAAETCA 3aTPYAHUTENbHBIM, XPaHWUTb
€ro oTAeNbHO OT HAHKOBCKOWN KapTbl B HEABHOM BMAE M HEAOCTYMHOM ANA TPeTbUX NNL, B TOM Yyucne
pPOACTBEHHMKOB, MECTE.

3. Hukorgaa HM NpU Kakmx ob6CTOATENbCTBAX He nepenasBainTe 6OaHKOBCKYD KapTy Ana
NCNO/Ib30BaHMA TPETbUM /IMLLAM, B TOM YUC/e POACTBEHHMKaM. Ecnm Ha 6aHKOBCKOW KapTe HaHeceHb!
damunna n Mma GM3MYECcKoro nLA, TO TONbKO 3TO GU3MYECKOE JIMLLO MMEET NPaBO MCMO/b30BaTb
6aHKOBCKYHO KapTy.

4. Mpu nonayvyeHUM OAHKOBCKOM KapTbl pacnuwmntecb Ha ee OOOPOTHOM CTOPOHE B MecCTe,
npegHasHa4yeHHOM A4/1A NognucK aeprkatens 6aHKOBCKOM KapTbl, €CAN 3TO NPeayCMOTPEHO. 3TO CHU3UT
PUCK Mcnosib3oBaHMA 6aHKOBCKOM KapTbl 6e3 Balero cornacus B cay4vae ee yTpaTbl.

5. byabTe BHMMATE/IbHbl K YCNOBMAM XPaHEHMA M WCMNO/b30BaHWSA 6aHKOBCKOM KapTbl. He
noggeprainte  OaHKOBCKYD  KapTy  MEXaHWYECKMM, TemnepaTypHbIM W 3/1€KTPOMArHWUTHbLIM
BO34ENCTBMAM, a TaKKe nsberalite nonagaHua Ha Hee BAarn. BaHKOBCKYIO KapTy HEMb3A XPAaHWUTb PALOM
C MOBUNbHbIM TenepoHOM, 6bITOBOIN N OPUCHON TEXHUKON.

6. TenedoH KpeaMTHOM OpraHM3aUNKN - IMUTEHTA BAHKOBCKOW KapTbl (KpeauTHOW opraHusaumu,
BblaaBLlle 6aHKOBCKYO KapTy) YKa3aH Ha 060pOTHOM cTOpOoHe 6aHKOBCKOM KapTbl. TakKe Heobxoanmo
BCEraa UMeTb Npu cebe KOHTaKTHble TenepoHbl KPEAUTHOM OpraHM3aL MM - SMUTEHTA BAHKOBCKOM KapTbl
M HomMep GaHKOBCKOM KapTbl Ha ApYyrux HocuTensx MHOOPMaLMK: B 3aNUCHOM KHUMKKE, MOBUIbHOM
TenedoHe U/Man Apyrux HoCMTeNAax MHPOPMaLUK, HO He PAAOM C 3anucbio o MNH.

7. C uenbto NpeaoTBpaLLeHMA HENnpPaBOMEPHbIX AEMCTBUMA MO CHATUIO BCEM CYMMbl AEHENKHbIX
cpeacTB ¢ GaHKOBCKOro cyeTa LenecoobpasHo YCTaHOBWUTb CYTOYHbIM AMMUT Ha CyMMy onepauuin no
6aHKOBCKOM KapTe U OAHOBPEMEHHO MOAK/OYUTL SNEKTPOHHYIO YCAYry OMNOBELLEHMA O MPOBEAEHHbIX
onepauusx (Hanpumep, onoseLLeHne NocpescTBom SMS-co0BLLEHUI AN MHBIM CNIOCOBOM).

8. Mpwu nonyyeHnn npocbbbl, B TOM YMCAe CO CTOPOHbI COTPYAHWMKA KpeaMTHOW OpraHusauuu,
COOBWMWTb MepcoHanbHble AaHHble UAM MHOOpMaLMIo 0 BaHKOBCKOM KapTe (B Tom uucne MUH) He
coobuwainte ux. MNepe3BoHUTE B KPEAMUTHYIO OPraHU3aumio - SMUTEHT BGAHKOBCKOW KapTbl (KpeauTHyHo
OpraHun3aLmio, BblAaBLYO HAHKOBCKYIO KapTy) n cooblimTe 0 JaHHOM daKTe.

9. He pekomeHAayeTca OTBeYaTb Ha 3/IEKTPOHHblE MUCbMa, B KOTOPbIX OT WMMEHW KpeauTHOM
opraHusaumm (B TOM 4yuc/ie KPeauTHOW OpraHu3aumMm - 3MUTeHTa OGaHKOBCKOM KapTbl (KpeauTHOM
opraHu3aumm, Bblaasluein 6aHKOBCKYO KapTy)) npeanaraetca NpefocTaBUTb NePCoOHabHble AaHHble. He
cnenyiite no "ccbiNkam", yKasaHHbIM B MMCbMax (BKAOYas CCbIJIKM Ha CaWT KpeauTHOM opraHusaumn),
T.K. OHW MOTYT BECTM Ha CalTbl-ABONHUKMN.

10. B uenax MHGOPMaUMOHHOIO B3aMMOAENCTBUS C KPEAUTHOM OpraHusaumein - sMUTEHTOM
6aHKOBCKOM KapTbl (KpeaAuTHOW oOpraHu3auumK, BblAaBlueit 6HaHKOBCKYID KapTy) peKkomeHayeTcs
MCMNO/b30BaTb TOJIbKO PEKBU3UTLI CPEACTB CBA3M (MOOWM/BHLIX U CTaLMOHapHbIX TesedpoHoB, PaKcos,



NMHTEPaKTUBHbIX Web-caliToB/nopranos, 06bIMHON M 3NEKTPOHHOM MOYTbI M MpP.), KOTOPble YKa3aHbl B
OOKYMEHTaX, MOJly4eHHbIX HENOCPEACTBEHHO B KPEAUTHOM OpraHu3aLmm - sSMnTeHTe HaHKOBCKOM KapTbl.

11. NomHUTe, 4TO B cnydae packpbiTa MNH, nepcoHanbHbIX AaHHbIX, yTPaTbl 6aHKOBCKOM KapTbl
CYLLECTBYET PMUCK COBEPLUEHMA HEMPABOMEPHbIX AEWACTBUIA C AEHEXHbIMW cpeacTBaMM Ha Bawem
6aHKOBCKOM CYeTe CO CTOPOHbI TPETbUX NNL,.

B cnyyae ecnam umeloTcA npeanonoxKeHuma o packpbitun [MWMH, nepcoHanbHbIX AaHHbIX,
NMO3BO/IAIOLLMX COBEPLIMTL HENPABOMEpPHbIE AeMCTBMA C Bawmm GaHKOBCKMM CHETOM, a TaK¥Ke ecnu
6aHKoBCKana KapTa bblna yTpavyeHa, HeobxoaAMMO HeMeaNeHHO 06PaTUTLCA B KPEAMTHYIO OpraHM3aLmio -
3MUTEHT GaHKOBCKOW KapTbl (KpeauTHY0 opraHu3aLumio, BblAaBlyto BAHKOBCKYIO KapTy) U cneposaTtb
YKa3aHMAM COTPYAHMKA AaHHOW KpeguTHOM opraHmsaumu. 1o momeHTa ob6palieHMA B KPeauTHYHo
OpraHM3aumio - aIMUTEHT BAHKOBCKOM KapTbl Bbl HeceTe PUCK, CBA3AHHbIA C HECAHKLUMOHUPOBAHHbIM
CNMCaHNEM [JeHEeXHbIX cpeacTB8 C¢ Bawero 6aHKoBcKoro cyeta. Kak MpasBuao, COMAacHO YC/AOBUAM
JOroBopa C KpeauMTHOW oOpraHu3auMen - SMUTEHTOM OaHKOBCKOW KapTbl [eHEeXHble CpeacTBa,
CnMcaHHble ¢ Balwero 6aHKOBCKOro cYeTa B pe3y/ibTaTe HECAaHKLMOHMPOBAHHOIO MCMNO/1b30BaHMA Baweit
6aHKOBCKOM KapTbl 40 MOMEHTa YyBeAOM/IeHMA 006 3TOM KpeauTHOM OpraHuMsauumn - 3MUTEHTA
6aHKOBCKOW KapTbl, HE BO3MELLAOTCA.

PekomeHAaUMKN NPU COBEPLLEHNM ONepaumit
c 6aHKOBCKOW KapToi B baHKoMaTe

1. OcywecTsnAnTe onepaunm c UCNosb3oBaHMeM HGAHKOMATOB, YCTAHOBAEHHbIX B 6e30MacHbIX
MecTax (Hanpumep, B rocyfapCTBEHHbIX YUYpeXAeHUsAX, noapasgeneHnax 6aHKoB, KPYMHbIX TOProBbIX
KOMMJIeKCcax, FOCTUHMLAX, a3ponopTax 1 T.Mm.).

2. He ucnonb3yiTe ycTpoiicTBa, KoTopble TpebytoT Beoda MNMMH ans goctyna B nomelleHue, rae
pacnosioxeH 6baHKomar.

3. B cnyyae ecnn nobamsoctn oT GaHKOMaTa HaxoAsTCs MOCTOPOHHME nuua, cneayeT BbibpaTb
6onee noaxogslee Bpems 419 UCNONb30BaHUA HaHKOMaTa AN BOCMNO/b30BaTbCA APYrMm 6aHKOMaTOM.

4. MNepepn, ncnonb3oBaHnem HaHKoMaTa OCMOTPUTE €ro Ha Hajnyme AONONHUTESbHbIX YCTPOWUCTB,
He COOTBETCTBYIOLMX Er0 KOHCTPYKLMM U PaCcnooKeHHbIX B MecTe Habopa MNH 1 B mecte (npopessb),
npeAHasHayeHHOM Aas nNpuMema KapT (Hanpumep, HaanMyMe HEepOBHO YCTAaHOBNEHHOW KnaBuaTypbl
Habopa MNH). B ykazaHHOM cay4Yae BO34EPKUTECH OT UCMOb30BAHMA Takoro 6aHKomara.

5. B cnyyae ecnu KnaBuatypa WAM MecTo ANA npuvema KapT 6aHKomaTa o6opynoBaHbl
OOMNOJIHUTENbHBIMM  YCTPOMCTBAMM, HE COOTBETCTBYIOLUMMM €ro KOHCTPYKUMM, BO3AEPHKMUTECH OT
MCNONb30BaHWA OAHKOBCKOM KapTbl B JAaHHOM 6aHKomate M CoobwuMTe O CBOWMX MOAO3PEHUAX
COTPYAHMKaM KpeguTHOM opraHM3aumm no tenedoHy, ykasaHHoOMy Ha baHKomarTe.

6. He npumeHsiite Ppusnyeckyto cuay, 4tobbl BCTaBUTb DaHKOBCKYLO KapTy B 6aHKomaT. Ecam
6aHKOBCKaA KapTa He BCTAB/IAETCS, BO3AEPKMUTECH OT MCNO/b30BaHMA Takoro 6aHKomarTa.

7. Habupaitte MNH Taknm obpasom, 4Tobbl Nt0aM, HaxoAalMeca B HENOCPEeACTBEHHOM 61M30CTH,
He cmorau ero yeuaeTb. Mpu Habope MUH npuKpbiBaliTe KNaBmMaTypy PyKoiA.

8. B cnyyae ecnn b6aHKomaTt paboTaeT HEKOPPEKTHO (Hanpumep, AOJiroe Bpems HaxoauTca B
peXxMume OXMAAHWA, CaMOMPOM3BOJIbHO Mepes3arpy)KaeTca), ciefyeT O0TKa3aTbCA OT WMCMONb30BaHMA
Takoro 6aHKOMaTa, OTMEHWUTb TeKylLyt OnepaLMio, Ha)kaB Ha KnaBumaType KHonky "OTmeHa", u
00X AaTbCcA BO3BpaTa 6AaHKOBCKOM KapTbl.

9. Mocne nonyvyeHUs HaNMYHbIX AEeHEXKHbIX cpeacTB B baHKOMaTe cieayeT nepecymTaTb 6aHKHOTbI
nonucTHo, ybeamtbca B TOM, 4TO HaHKOBCKas KapTa Oblna BO3BpaleHa 6aHKOMaTOM, A0XAATbCA
BblJa4YM KBUTAHLMU MPU ee 3anpoce, 3aTeM MOJOXKUTb UX B CYMKY (KOLLeNeK, KapMaH) 1 TOIbKO nocne
3TOro oTX0AMTb OT 6aHKOMaTa.

10. CnepyeT coxpaHATb pacrnedvaTaHHble H6aHKOMATOM KBWUTaHUMU AAA MOCNeAylolleid CBEpKM
YKa3aHHbIX B HUX CYMM C BbIMUCKOM N0 HaHKOBCKOMY CYeTY.

11. He npucaylwmBaiTecb K COBETaM TPETbUX JIMLL, A TaKKe He MPUHMMAWTE MX MOMOLLb Mpu
nposeaeHUN onepauunii ¢ GaHKOBCKOM KapTon B HaHKOMaTax.

12. Ecav npu npoBeAeHUM onepaumnii ¢ OGaAHKOBCKOM KapToit B 6aHKomaTe OaHKOMaT He
BO3BpalaeT 6GaHKOBCKYID KapTy, CaedyeT MO3BOHUTb B KPEAUTHYIO OpraHusauuio no TenedoHy,
yKasaHHOMY Ha 6aHKomaTte, U O0OBACHUTL 06CTOATENbCTBA NPOM3OLIEALIEro, a TaKXKe cneayeT



06paTUTLCA B KPEAWUTHYIO OPraHM3aumio - SMUTEHT GAHKOBCKOW KapTbl (KpeauTHYH opraHu3auuio,
BblAaBLUYIO GAHKOBCKYIO KapTy), KoTopasa He 6bina Bo3BpalleHa 6aHKOMaToM, M Janee cnedoBaTb
MHCTPYKLUMAM COTPYAHNKA KPeAMTHOMN opraHu3aumu.

PekomeHAaLUMN NpU UCMOJIb30BaHUN BAHKOBCKOM KapThbl
Ans 6e3HaNMYHON ONaTbl TOBAPOB M yCAyr

1. He wucnonb3yinte GaHKOBCKME KapTbl B OpPraHM3auusax TOProB/AM W YCAYr, He Bbi3blBAOLUX
aosepums.

2. TpebyiiTe npoBeseHMA onepauuii ¢ HaHKOBCKOM KapToi ToNbKO B Bawem npucytcTemu. 3710
HEeOobX0AMMO B LeNAX CHUMKEHUA PUCKA HEMPABOMEPHOro MojyyYeHua Balmx nepcoHanbHbIX AaHHbIX,
YKa3aHHbIX Ha 6aHKOBCKOWM KapTe.

3. Mpu uncnonb3oBaHMM OGaHKOBCKOW KapTbl A8 ONAaTbl TOBAPOB M YCAYTr Kaccup MOXKeT
notpeboBaTb OT BAagenbLa GAHKOBCKOM KapTbl NPenoCTaBUTb MAcrnopT, NOAMMCATb YEK WMAM BBECTU
MWUH. Nepea Habopom MUH cnepyeT ybeanTbcs B TOM, YTO NHOAM, HAXOAAWMECA B HEMOCPEACTBEHHOM
6211M30CTN, HEe CMOTYT ero yBuaeTb. MNepes TeM Kak noanucatb YeK, B 0683aTelbHOM NopsAaKe NpoBepbTe
CYMMY, YKa3aHHYIO Ha YeKe.

4. B cnyyae ecau npu nonbiTKe onnatbl 6aHKOBCKOM KapToM Mmena mecto "HeycnewHasa"
onepaums, cneayet COXPaHUTb OAMH 3K3eMMNAAP BbIAAHHOrO TEPMMHANOM YeKa 4S8 mnocnepyloLlei
NPOBEPKM HA OTCYTCTBME YKa3aHHOM onepaLmm B BbINMCKE MO GAHKOBCKOMY CYETY.

PekomeHaaLmm Npu coBepLIEHNN onepauuii c 6aHKOBCKOM
KapToi yepes ceTb MIHTepHeT

1. He ucnonb3synte MUH npu 3akase TOBapoB M YCAYr 4yepe3 ceTb MHTEpPHET, a TaKKe no
TenepoHy/dakcy.

2. He coobuiaiiTe nepcoHasbHble gaHHble UAM MHPOpMauuio o baHKoBCKoM(om) KapTe (cyeTte)
yepes ceTb MHTepHeT, Hanpumep MNH, napoan goctyna K pecypcam 6aHKa, CPOK AencTBus 6aHKOBCKOM
KapTbl, KPeAWUTHbIE IMMUTbI, UCTOPUIO ONepaLLMii, NePCOHaNbHbIE AaHHbIE.

3. C uenbio NpeaoTBpaLLEHMA HEMPABOMEPHbIX AEUCTBUA MO CHATUIO BCEM CYMMbl OEHEXKHbIX
cpeacts ¢ 6aHKOBCKOro cyeTa pekomeHAayeTca AN onaaTthl NMOKYNOK B ceTu MHTepHeT Mcnosib3osaTh
OoTAeNbHYI0 BaHKOBCKYIO KapTy (TaK Ha3blBaeMylo BUPTYaNbHYIO KapTy) C npeaenbHbIM JAUMUTOM,
npefHasHa4YeHHYI0 TONbKO A4 YKa3aHHOW Lenn U He NO3BOAIOLLYI0 NPOBOAUTL C ee UCMONb30BaHNEM
onepauun B opraHn3aLmnax TOProsan 1 ycayr.

4. CneayeT Nonb30BaTbCA MHTEPHET-CaTaMM TOMIbKO M3BECTHbIX W MPOBEPEHHbIX OopraHu3aLmii
TOProBAN U YCAYT.

5. O6asatenbHo ybeautecb B MNPaBUALHOCTM aApecOB WHTEPHET-CAalTOB, K KOTOPbIM
noAxnovaeTecb M Ha KOTOpbIX cobupaeTecb COBEPLINTb MNOKYMKM, T.K. MOXOXMWe agpeca MoryTt
MCMNONb30BaTbCA AN OCYLLECTBAEHUA HENPaBOMEPHbIX AeNCTBUN.

6. PekomeHayeTcsa coBepllaTb MOKYMKM TO/IbKO CO CBOEr0 KOMMbIOTEPa B LENAX COXPaHeHus
KOHOUAEHUMANbHOCTU NEePCOHAaNbHbIX AaHHbIX U (MAK) MHPopMmaLmm o BaHKOBCKO(oM) KapTe (cyeTe).

B cnyyae ecnM  NOKynKa coBepluaeTcd € MCMNOJIb30BaHMEM YYXKOTO KOMMbiOTepa, He
PEKOMEHAOYETCA COXPaHATb Ha Hem MepcoHanbHble JaHHble W Apyrylo UHbopmMauuio, a nocne
3aBepLIeHUs BCeX onepaunii HyXHo ybeauTbca, YTO NepcoHanbHble AaHHble U apyraa nHGopmaumsa He
coxpaHunucb (BHOBb 3arpysve B 6paysepe web-cTpaHuuy npogaBua, Ha KOTOPOM COBepLUANUCh
NOKYMKM).

7. YCTaHOBUTE Ha CBOM KOMMNbIOTEP aHTUBUPYCHOE MNpOrpammHoe obecneyeHue U perynspHo
npoussoauTe ero o6HoOBAEHWE U OBHOBAEHWE APYrMX MUCMOb3yeMbiX Bamu nporpaMmHbIX NPoAyKTOB
(onepauMoHHOM cUCTEMbl U NPUKAAAHbIX MPOrpamm), 3TO MOMKET 3alWuUTUTb Bac OT MPOHMKHOBEHUA
BpeAOHOCHOro NporpammHoro obecneyeHus.




